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Abstract: The possibility of unforeseen consequences and harm to people known as AI 

victims has grown in importance as artificial intelligence continues to permeate various 

industries. The complicated terrain of criminal and civil liability with regard to victims 

impacted by AI systems is critically examined in this article. In the wake of unfavourable AI-

related incidents, the article offers a comprehensive examination of the difficulties and moral 

issues surrounding the accountability of AI developers, operators, and stakeholders. It delves 

into case studies and real-world instances where individuals have suffered harm due to AI 

failures, biases, or unintended consequences. By analyzing these scenarios, the chapter seeks 

to highlight the varied nature of AI-related victimhood and the need for a nuanced legal 

structure to deal with the diverse forms of harm inflicted. Moving on, the article additionally 

explores the evolving legal landscape surrounding criminal liability in AI incidents. It 

investigates the role of negligence, intent, and corporate responsibility in determining criminal 
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culpability. Furthermore, it scrutinizes emerging legal precedents and the difficulties in 

identifying criminal intent with AI systems or their human operators. The subsequent section 

shifts the focus to civil liability, emphasizing the complexities of seeking compensation for AI-

related harm through legal channels. Discussions cover issues of foreseeability, duty of care, 

and the establishment of causation, underscoring the challenges faced by victims seeking 

recourse in civil courts. Nonetheless, the article discusses the possible legislative and 

regulatory frameworks that could ensure accountability in the development and 

implementation of AI technology. It discusses the initiatives being taken to develop guidelines 

for ethical use of AI technology, such as the incorporation of ethical values into legal 

frameworks. This chapter is a valuable resource for legal professionals, policymakers, and 

scholars grappling with the complex issues of victimhood in relation to AI technology. The 

opinions presented in this chapter add to the continuing discussion on the creation of efficient 

legal frameworks that strike a balance between innovation and the defence of those who endure 

the unforeseen repercussions of artificial intelligence. 

Keywords: AI; AI-Victim; Forensic; Legal Analyses 

 

1. Introduction 

John McCarthy in his analysis on Dartmouth Summer Research Paper (1956), first 

moulded the term Artificial Intelligence (AI). Although his research didn’t mention the high-

tech purpose of AI, hence defining it as “in ways that would be called intelligent if a human 

were so behaving.” Considering technology as the factor, the definition further refers to 

“technology that is able to function appropriately with foresight of its environment”. AI was 

also defined by the Government Office of Science UK as “the analysis of data to model some 

aspect of the world. Inferences from these models are then used to predict and anticipate 

possible future events.” The computer follows the step-by-step instruction to perform a 

particular task and creates the statistical model (Walz, 2019). One of the 21st century's cutting-

edge technologies, AI is reshaping industries and fundamentally altering the manner in which 

individuals communicate, work, and live. From its early beginnings to the complex systems 

that exist today, artificial intelligence has advanced significantly and has also shown 

considerable progress in sectors like computer vision, natural language processing (NLP), 

reinforcement learning, deep learning, and generative adversarial learning (Jiarawattanakul, 

2023). 

Advances in computer vision can be attributed to AI's capacity to analyse visual data. These 

days, these technologies are utilised in image analysis for medicine, self-driving vehicles, and 
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facial recognition, among other applications that improve safety and efficiency in our daily 

lives. AI systems can now comprehend and communicate with human language through the 

use of NLP. This discovery facilitated the development of chatbots and virtual assistants like 

Siri. Reinforcement learning is a distinct area of AI that has eventually made great progress. 

Because of this, machines can now learn from their activities in an environment and use that 

knowledge to play sophisticated games, allocate resources optimally, and even command 

robots. The potential of GANs, a particular kind of neural network, to produce realistic content 

such as text, photos, and videos has garnered an abundance of fascination. They work in 

creative industries including entertainment, design, and the arts (Jiarawattanakul, 2023). 

1.1 History of Artificial Intelligence 

From 1931 to date, the field of artificial intelligence has been significantly impacted by 

computer science (CS). The first electronic computer, called the Electronic Numerical 

Integrator and Computer (ENIC), was built during World War II and resulted in the creation 

of AI designed for particular uses. The development of AI in America, Britain, and several 

European countries during the 1960s and 1970s. The DENDRAL program, a pattern area for 

AI, emerged in the 1960s and early 1970s. In the 2000s, IBM’s Deep Blue supercomputer 

transformed nanotechnology and computer science, leading to sovereign cars, latest robotics 

and emotional robots. 

1.2 Current condition of AI 

There have been major technical improvements in AI in recent years, especially in the 

use of ML and deep learning (DL) methods (Llorca et al., 2023). Natural Language Processing 

(NLP) has recently focused on improvements in AI analysis and mechanism. Many companies, 

such as Google, Facebook, and IBM, have been involved in the research and development of 

AI. AI has already been applied in space exploration, computer language understanding, and 

the design of human learning models. AI has now entered all activities and has become a major 

aspect of life. Some tasks are automated, while others remain unchanged. 

1.3 Impact of AI on society 

AI systems contain the tendency to deliver benefits and opportunities for our societies 

as a whole by developing and modifying items and offerings throughout many different 

application fields (Llorca et at., 2023).  Social Impact of an AI is characterised to be strongly 

affected by information, including from the industry in which it originated for applications, and 

context in which it is used. In the last decades, numerous predictions have been made on AI 

and its impact on society. AI has enormous potential for enhancing the comprehension of the 

world but can also be harmful if used improperly or without proper assessment. AI offers the 

https://phpstack-630042-3523214.cloudwaysapps.com/index.php/ijpe/index


ISSN: 2584-0142 

International Journal of Interdisciplinary Approaches in Psychology (IJIAP) 

Vol. 4, Issue 3 March 2026 
  
 

 52 

opportunity to enhance the lives of individuals, enhance the society’s ability to resolve 

problems and advance morality and solidarity. AI is used to boost medical results by 

discovering drugs, improving healthcare, and advancing in education.  

1.4 AI Victims  

An “AI victim” is an individual who experiences damage as a consequence of engaging 

in AI technologies. Listed here represent few instances in which AI could unfavourably impact 

individuals: 

a) Segregation and Unfairness: By permitting the data that was given to instruct them to 

propagate, AI systems possess a tendency to prejudice against or perpetrate actions of 

unfairness against specific populations of individuals.  

b) Privacy Violation: The application of AI has the ability to breach the privacy of 

individuals by collecting and evaluating sensitive data with no consent.  

c) Functions: Individuals in multiple sectors could potentially lose their positions as a 

result of intelligence-based technologies which could possibly result in financial strain 

and unemployment.  

d) Deception and Tampering: Programmes based on AI possess the potential to propagate 

inaccurate data, influence public perception and impact the way individuals act and 

think.  

e) Monitoring and command: AI monitoring methods possess a tendency to adversely 

impact the rights of individuals to confidentiality and independence, consequently 

contributing to enhanced enforcement and oversight of their behaviour (Socatiyanurak 

et al., 2021).  

1.5 Rights of victims of AI 

Individuals that might have been harmed through AI systems are now realising the fact 

that they ought to be given privileges, identical to what victims of conventional offences 

acquire. Such rights may take the form of:  

a) Right to Disclosure: For the purpose to assure equity and reliability, AI platform’s 

methods for making conclusions ought to remain observable and accessible. 

b) Right to Description: Persons whose lives are influenced by AI judgements need to be 

provided with enough knowledge to figure out the techniques and reason associated 

with those findings. 

c) Right to privacy and data protection: Individuals ought to possess the legal right to 

confidentiality and safeguard their data as AI algorithms often depend on tremendous 

amounts of information about individuals. 
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d) Ethical challenges: Addressing AI and its influence on citizens, there are numerous 

ethical challenges along with constitutional rights. Making certain that AI technologies 

are developed and implemented in an approach that supports freedom, respect, and 

fundamental rights is essential (Wemmers et al., 2012). 

1.6 AI-related Incidents 

The problems of safety, ethics, security and privacy continue to influence AI (Nasim et 

al., 2022). Instances associated with AI could be categorised into multiple groups. Authenticity 

crimes, unpredictable AI outcomes, trading via algorithm, phishing, fake information, and 

security breaches are aspects of harmful use of AI systems (Härkänen et al., 2021). Instances 

autonomous machines, who lack a common record of their errors are different types. These 

instances illustrate the importance of an AI Incident Database for gathering and analysing real 

errors with the aim to enhance security (McGregor et al., 2020; Blauth et al., 2022).   

1.7  Criminal incidents 

Criminal circumstances concerning AI have arisen due to the harmful utilisation and 

abuse of the abilities of AI. Security incidents, unpredictable AI results, algorithms for trading 

membership inference crimes, phishing, fake information, malware, and autonomous weapon 

systems are few referrals of these circumstances (Blauth et al., 2022). There have been 

situations where AI has been proved harmful, such as an AI robot in a motorbike factory killing 

a worker (Hallevy et al., 2010). The legal system encounters problems as a consequence of an 

increase in crime associated with AI. The government has to judge whether the rules currently 

established are sufficient to deal with these crimes (Al Qatawneh et al., 2023).  

1.7.1 Hacking and cybercrimes 

Hackers utilize technology to obtain information, perform fraud or lead to harm. The 

word “Cybercrime” indicates a broad range of crimes linked to the cyber world. It comprises 

Hacking, Phishing, Malware, cyber stalking, and identity theft. They are not limited to criminal 

acts performed by devices such as computers (Chakraborty et al., 2023). The legal framework 

has faced challenges as a result of an elevation in crimes linked to AI and the emergence of 

risks that are facilitated by AI(Al Qatawneh et al., 2023).The legal system has encountered 

problems as an outcome of an escalation in AI-related crimes and the rise of risks that are 

enabled by AI (Al Qatawneh et al., 2023). AI is utilised by organisations more frequently as 

their initial phase of protection against cybercrime as it can recognise new incidents quicker 

than individuals. Hackers may nevertheless take advantage of flaws in AI systems, including 

data manipulation crimes, and spread of incorrect data (Mahmud et al., 2021). 
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1.7.2 Autonomous vehicle accidents 

AI associated instances affecting autonomous vehicles raise challenging issues of ethics 

and faith. Analysis demonstrates the fact that human operators and autonomous systems (self-

driving vehicles) assigned distinct responsibilities including the latter commonly considered 

more responsible for almost the same activities and its effects (Zhang et al., 2021). An 

analytical agent-based accident identification system featuring smart accident warnings and 

protection abilities have been offered to deal with the increasing frequency of automobile 

crashes globally. The system makes applications for AI to improve rescue team synchronisation 

as well as rapid response speed (More et al., 2023). The requirement for precise regulation and 

legal structures has been emphasised through legal issues in events concerning Unmanned 

Aerial Vehicles (UAVs) and AI that point out the obstacles in providing accountability amongst 

the programmers, administrators and third parties (Shirokova et al., 2022). AI continues to 

develop healthcare diagnosis and autonomous systems which propose new dangers. In order to 

enhance security and management in these emerging fields careful examination of lapses must 

be done (Poon et al., 2019; Macrae et al., 2022).  

1.7.3 AI-generated fraud and scams 

AI is being effectively utilised to tackle crimes and thefts. One technique is for 

recognising adverse calls as well as prospective indications of scams with precision by making 

use of AI and ML algorithms to identify and analyse illegal conversation by phone (Malhotra 

et al., 2023). Likewise, AI, specifically ChatGPT, has been utilised to deceive criminals 

towards spending precious and resources on fictional transactions, illustrating AI’s efficiency 

in preventing mail-borne risks (Cambiaso et al., 2023). In addition, it has been recommended 

to utilise Generative Adversarial Networks (GANs) to replicate fake activity trends. By 

recording different fake transaction trends adjacent to class borders, GANs enhance the 

identification of fraud and enhance the effectiveness of classifiers (Pandey et al., 2022).  

1.8 Civil incidents 

Responsibilities of damage generated by (AI) technologies is an area of dispute in Civil 

Incidents concerning AI. As the European Commission's supervision measures make obvious, 

the advancement of AI presents issues concerning the obligation of numerous stakeholders that 

contribute to the “Value Chain” of AI technologies (Bonna et al., 2021). Analysis indicates the 

importance of determining every aspect of civil responsibilities regarding damage that results 

from, reviewing policies, and global standards (D'Alfonso et al., 2022). Based on the analysis, 

there have been constant disputes regarding the duties of AI developers and users, and there 

are proposals for authorities that recognise AI as an indicator of higher risk (Martsenko et al., 
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2022). Although there is compact danger for commercial airliners through AI incidents, there 

have been reported animal occurrences, majority of them occur at night during aircraft landing 

and show particular types of cooperation (Kharitonova et al., 2022).  

1.8.1 Privacy violations 

There are numerous types of privacy violation including the risks of data disclosure in 

applications for mobile devices to interpersonal distance violation in everyday interactions 

(Luo et al., 2021). When observed through situations involving tech-facilitated privacy 

violation in real life situations, technology contributes an essential role of rendering privacy 

violation accessible (Windl et al., 2023). Issues surrounding ethical breaches and privacy 

violations are growing throughout the development of AI. Recommendations for securing the 

private details have been established through data protection laws such as the Central 

Consumer Protection Act (CCPA) and General Data Protection Regulation (GDPR), 

nonetheless specific guidelines could vary beyond these standards (Kaur et al., 2022). Since 

there is boundary instability that results from voice-activated gadgets, invasion of privacy that 

led to distant responses have been identified from interview-based research on AI application 

(Alshamsan et al., 2022). The effect of AI affecting citizen’s privacy causes major concern, 

and challenges about ensuring privacy while using AI technology must be resolved (Walters et 

al., 2021).  

1.8.2 Discrimination and bias in AI algorithms 

There are numerous instances in which discrimination due to algorithms could show 

up, like feature-selective discrimination, connective discrimination, and pricing discrimination 

assisted through large amounts of data, each of which may result in adverse impact (Laacke et 

al., 2023). The AI technology errors contain the tendency to develop gradually, affecting public 

opinions and occasionally causing injustice (Leavy et al., 2020). Since this could influence 

individuals in everyday instances including loan acceptance, it has become essential to ensure 

that certain AI technologies refrain from discriminating on the basis of important attributes 

(Pappada et al., 2022). Imbalance and discrimination might be maintained by unknowingly 

collecting societal discrimination within the information that is utilised for training AI 

computer programs (Shin et al., 2023). Harmful judgements for decision making via algorithms 

remained an unresolved challenge since they may additionally result in unequal assessment 

and adverse impact on application of AI (Tao et al., 2022).  

1.8.3 AI-related employment issues 

The worldwide employment landscape is experiencing shifts as AI technologies grow 

more widespread. The rapid development in AI applications has resulted in higher requirements 
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for advanced technical abilities in AI, which often surpasses the total number of vacant 

positions (Krassadaki et al., 2023). Although AI offers the possibility of substitute hiring using 

smart machines (robots) and programmes and enhancing productivity, it additionally creates 

difficulties (Rickardo et al., 2023). The alteration throughout the character of employment 

caused through incorporation of AI generates discussion regarding the benefit and challenges 

of AI and ML (robots) throughout the working environments, which will certainly influence 

employment opportunities in the years to come (Ivanova et al., 2022). Additionally, the 

increasing utilisation of AI in the position of management is transforming organisations and 

raising discussions regarding the private nature of AI as an employer as well as its authority 

among individuals (Stefański et al., 2022). Policy considerations raise the spotlight to the fact 

that invading AI tools can be in work employment and the significance of particular laws for 

protecting the rights of employees as AI progresses (Ponce et al., 2021).  

 

2. Legal Framework 

AI-specific legislation and regulations are currently developing and vary greatly 

between states. Nonetheless, there are a few crucial areas where rules and regulations 

frequently come into proximity to AI: 

2.1 Data protection laws 

The compilation of laws and regulations which regulate the collection, utilisation, 

preserving, and revealing of sensitive information are referred to as Data Protection Laws. The 

guidelines have the goal to preserve the confidentiality of individuals and make sure that 

organisations manage the sensitive data appropriately. Privacy laws usually specify the rights 

and privileges individuals have when it comes to their private information, the duties of 

enterprises that gather and manage information, and the penalties for disobedience. For the 

purpose to assure that the liberties and security of those who are impacted by AI platforms be 

acknowledged, laws governing data protection that applies to AI victims are required. Rules 

are required when AI algorithms are utilised for making assessments which impact a particular 

individual with the goal to avoid any potential damage (Agarwal et al., 2012). 

2.2  Cybersecurity regulations 

The rapidly evolving field of cybersecurity regulation is complicated and ever-

changing, encompassing multiple parties and divisions of administration, which leads to a 

situation of legal uncertainty (Siboni et al., 2019). Numerous strategies are currently 

established into effect by a lot of nations, namely the UK, US, France, Germany, and the EU, 

for dealing with cybersecurity risks within the business-civilian sector (Heim et al., 2023). 
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Considering the present structure without an agency with specialisation having complete 

administrative and investigative influence, there is an acknowledged demand for a 

comprehensive approach to cybersecurity rules in the United States (Plachkinova et al., 2022). 

Moreover, the development of security threats such as warfare and espionage has drawn focus 

toward the requirement of modifying laws and regulations in order to tackle emerging 

technologies and challenges all over the world (Streich et al., 2022). In order to adequately 

tackle cybercrime and strengthen national security, administrators have to understand the 

manner in which cybersecurity laws and regulation have evolved in the past and identify trends 

and vulnerabilities (Greiman et al., 2022). 

2.3  Product liability laws 

The responsibility for assuring the security of goods launched onto the trade has been 

placed through product liability law on producers, suppliers, vendors, as well as other parties 

that matter. Planning, generation, and sales problems constitute some of the challenges it 

addresses. A claim for Product Liability is sometimes conducted by an individual which suffers 

damage with the shortcoming of a good with the objective to obtain compensation for 

destruction. By enforcing responsibility from every stakeholder involved in the manufacturing 

process and distribution network, these laws attempt to secure or protect customers towards 

harmful goods (Panchbhai et al., 2022). With the objective to strengthen the safety of 

consumers in India, the proposed Consumer Protection Act of 2019 put in an assortment of 

significant changes. Some of the aspects addressed by the article are: 

a) Principle of “Unfair Contract”: It is developed with the objective of protecting 

consumers from commitments that might be adverse (unpleasant) or harmful towards 

consumers.  

b) Settlements of conflicts: It was developed for negotiation as an avenue of mediating 

conflicts between consumers, presenting more efficient and affordable choice than 

prolonged court proceedings. 

c) Development of the Central Protection Agency: The Central Protection Agency was 

founded through legislation to enhance the implementation of the rights of consumers 

through the power to inquire into allegations received by consumers and impose orders 

requiring them to cease operations. 

The above features are the indication of the attempts made by the government to enhance the 

laws governing consumer protection in the country and offering consumers more avenues for 

solving problems and assuring equal consideration throughout the retail sector (Panchbhai et 

al., 2022).  
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2.4   Anti-discrimination laws 

Anti-discrimination laws serve as vital for preventing disparity and securing those who 

are excluded. These rules alter the accordance with development in society (Slootmaeckers et 

al., 2023), and they are required for safeguarding human rights and equality treatment 

(Sumodiningrat et al., 2022). They confront numerous kinds of biases depending on gender, 

colour, race and religion with adjustments based on political and historical instances. 

According to studies, the enactment of discrimination laws has an impact on monetary choices 

and business viability, particularly with regard to the ratio of debt along with operational 

efficiency (Greene et al., 2022). Likewise, research demonstrates how different anti-

discrimination laws might impact discrimination based on gender on financial funding, 

underlining the importance for legal methods that reduce the bias and preserve revenue (Kelley 

et al., 2022). 

 

3. Gaps and Challenges in the Current Legal Framework 

To successfully regulate the creation, application, and utilisation of AI technology, a 

number of loopholes and difficulties in the present legal framework around AI must be 

addressed. Among these shortcomings, some includes: 

3.1 Inadequacy in addressing AI-specific issues 

a) Deficiency of Guidelines: Even though the prospective consequences of (AI) on work 

settings have been highlighted, currently there aren’t appropriate regulations and 

legislations to deal with the situation and establish adequate safety measures and 

instruction (Rodrigues et al., 2022). 

b) Utilisation of civil right framework to trademark administration: However 

beneficial civil framework might possess shortcomings which make it necessary for 

revising their constraints on the management of the protection of trademark property. 

Although the positive aspect of this structure, problems including disrespect and 

conflicts with regard to the rule linger in certain locations (nation), and they have a 

direct effect on the significance of societal regulations in the factors of AI software 

(Bakiner et al., 2023). 

c) Difficulties concerning Confidentiality and Information Safeguarding: Offers 

severe security and protection of information issues which includes those connected to 

consent with authorization, monitoring, and the breach of information security 

privileges, as reported by legal authority and information security entities (Rodrigues 

et al., 2020). 
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d) Shortage of Computational Visibility: With regards to, the shortage of computational 

visibility (Algorithmic Transparency) is an important issue with adverse repercussions 

for democracy and justice (Rodrigues et al., 2020). 

e) Distinctive issues caused by AI: Its development creates distinctive issues that the 

present state of rights of humanity can’t handle. These issues involve factors including 

national and international disparities, the destruction of the results from data-driven 

industries, or the demand for greater engagement with intellectual debate for the 

purpose to appreciate and minimise the adverse consequences of expertise (Bakiner et 

al., 2023). 

3.2 Difficulty in attributing responsibility in autonomous systems 

The complexity of allocating culpability in self-regulating (autonomous) systems 

highlights the significance it is for preserving adequate human oversight for the purpose to 

rectify social or moral challenges and uphold responsibility while working through such 

technological advances (Santoni de Sio et al., 2018). Given that autonomous systems are 

complicated and consist of multiple associates, distributing duty creates an assortment of 

challenges. Several of the issues that arise comprises of:  

3.2.1 Unanticipated Performance:  

Given that autonomous machinery depends on computations and data mining, they are 

particularly vulnerable to unanticipated performance. Typical instances of such machines 

comprise autonomous vehicles and powered by AI machines. It could be tricky to identify the 

reason of any unfavourable happening due to its variability (Grimm et al., 2017).  

3.2.2 Insufficient Monitoring:  

During unpredictable and immediate circumstances, associates might possess no 

control regarding the choices and actions implemented by self-sufficient systems. Being out of 

immediate oversight causes it to be tougher to determine fault whenever errors or damage arise 

(Grimm et al., 2017).  

3.2.3 Intricate chain of distribution: 

The establishment and execution of autonomous machinery consist of an intricate chain 

of distribution comprising numerous associates, involving programmers, shoppers, consumers, 

and officials. It could possibly be complicated to figure out whomever is accountable for which 

issue in this intricate network of associates (Grimm et al., 2017).  

3.2.4 Regulatory Structures:  

The issues that arise with autonomous systems could prevent them from being properly 

tackled through present-day legislative structures. Independent systems possess a distributed 
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process of making resolution and complexity in technologies which could prove challenging 

to standard fault-based methods, including carelessness, to be held responsible (Grimm et al., 

2017).  

3.2.5 Interaction and Instruction:  

Insufficient data regarding the responsibility and restrictions of self-governing structure 

may end up resulting in error of judgement, incomprehension, and disagreement within 

individuals caused by insufficient interactions, understanding, and instruction. The absence of 

common comprehension could render determining accountability substantially more 

complicated (Grimm et al., 2017).  

3.2.6 Monitoring and Verification:  

This is necessary to implement rigorous monitoring and verification techniques in order 

to ensure the reliability as well as security of systems that are autonomous. Nevertheless, it 

could be challenging to pinpoint fault for tragedies or failures when inspection processes go 

bad or verification processes are inadequate (Grimm et al., 2017). 

The issues mentioned above emphasise the crucial importance of an exhaustive 

structure that successfully confronts the intricate problems of accountability allocation of self-

learning system, specifically in consideration of a constant advancements in AI systems and 

how they are gaining information throughout various sectors (Coeckelbergh et al., 2020).   

 

4. Criminal Liabilities 

4.5 Challenges in prosecuting AI-related crimes  

AI can work in a way that can be considered as “criminal” by society. Prosecuting AI-

related crimes is a very challenging task in determining criminal liabilities for AI sections 

(Khisamova & Begishev, 2019). The legal explanation of AI and the extent of involvement in 

criminal activities increase complex issues regarding accountability. Questions arise about the 

criminal liabilities of AI systems (Singh et al., 2025; Gautam et al., 2025). users and designers, 

as well as the need for a new legal personality for AI responsible for their system’s actions. 

Some argue for granting AI an “electronic legal personality” to maintain its accountability for 

its actions independently (Dimitrova, 2022). Additionally, the self-learning and self-

developing capabilities of AI complicate the assessment of its criminal liability. Despite these 

complexities, there are calls for legislative measures to address AI crime effectively.  

4.5.1 Attribution issues  

Attribution of criminal liabilities involves issues such as determining who should be 

held responsible for the legal or illegal acts carried out by AI systems. Issues of attribution in 
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Criminal liabilities are very significant and serious. AI is complex due to the autonomous 

nature of AI and its difficulty in making the coordination of both the system and its creators 

accountable. (Vojtuš et al., 2022). The current legal systems overcome the gaps in address 

involving g AI- related crime and have difficulty in attributing criminal liability to AI due to 

the absence of the conventional means in these systems. Many researchers have proposed 

several legal models to overcome these problems or issues, stressing the need for a revaluation 

of the conceptualization of AI in the legal system. Examining the applicability of different legal 

models, for instance Hallevy et al. (2010), and examining how the current criminal laws can 

be extended to include the accountability of AI (Dimitrova, 2022). 

4.5.2 Difficulty in defining criminal intent in AI systems 

Defining Criminal intent in AI systems for criminal liabilities carry a remarkable 

challenge due to the unique nature of AI. The ongoing legal framework faces difficulty to 

address the accountability of AI for criminal acts (Kamalova, 2020). Some proposed that AI 

could be held liable if it independently formulates algorithms and increases the chance of 

harmful consequences. However, determining the responsibility of criminal acts by AI 

programmers, makes, and users is also a complicated issue (Saud, 2024) The concept of 

“malicious intent” in AI systems raises questions about human behaviour or entity. Traditional 

criminal law faces on ground difficulties in adapting to the complexities of AI, showing the 

requirement of further research and potential adjustment in legal frameworks.  

 

5. Proposed legal solution 

In the realm of AI, the problem of criminal liabilities for all the damages and losses that 

happen because of AI entities is a pressing concern. Various legal models have been proposed 

to solve this, including the three models discussed by Hallevy et al. (2010). One prevalent 

advice is the proper implication of a strict liabilities regime for the producer of AI or other 

concerning authority, including AI itself. However, attributing legal culpability of AI systems 

poses challenges, especially in establishing a causative link between Ai action and damages. 

Despite the rapid development in AI, current legal frameworks often place the burden of 

liability on users rather than AI itself. 

5.1 Establishing clear liability for AI developer 

Because of the autonomous nature of AI systems, fixing the liability of AI developers 

is one of the most difficult tasks in cases involving crimes related to AI. Fixing the liability of 

AI developers in criminal cases is a very necessary legal solution to address the liability gap in 

cases where victims are harmed by AI systems. The current legal debate on AI liability 
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emphasizes the need for changes to ascertain that developers are accountable for the actions of 

their creations. According to McCauley (2007), generally, AI is designed using three laws of 

robotics proposed by Isaac Asimov. These robots are prohibited from doing any harm to 

humans either directly or by not taking action to protect humans from any type of harm. Robots 

will obey all human orders, as long as the order does not conflict with the first law. The robot 

must do everything possible to guarantee its own safety, if it does not conflict with the first and 

second laws. 

5.2 Creating specialised courts or tribunals for AI-related crimes 

As victims of AI increase with time establishing specialised courts or tribunals for AI- 

related crime are very important in the legal field. These specialised courts help to solve many 

complex challenges proposed during the time of prosecuting AI related crime in normal courts. 

There are some key reasons for establishing a specialized court as discussed by Nerantzi & 

Sartor (2024). These include: 

a) Requirement of special court or tribunal: Given the complexity of AI- driven crimes 

and the evolving legal landscape surrounding them, there is a growing recognition of 

the need for specialized courts or tribunals dedicated to handling AI- related cases with 

more efficiency. 

b) Legal framework: These courts could play a very crucial role in developing a specific 

legal framework to mark the nuances of AI-related crime, it also ensures that victims 

get justice against AI-related crimes. 

c) Expertise: Judges, prosecutors, and legal professionals appointed for these special 

courts or tribunal must have expertise in AI technology and its implications in criminal 

law. This knowledge is very crucial for prosecuting AI related crime in court of law. 

d) Transparency and accountability: These courts might enhance transparency and 

accountability in adjudicating AI-related cases, ensuring that decisions are based on a 

deep understanding of the technology and its implications for criminal liabilities. 

Criminal liabilities about the use of AI explores the complexities of assigning legal 

responsibility for criminal activities involving AI technology. It emphasises the necessity for 

specialised legal frameworks and courts to annotate AI- related crimes effectively. 

 

6. Civil Liabilities 

Privacy concerns in the context of AI are multifaceted and require a comprehensive 

approach that considers data protection, algorithm fairness, transparency and regulatory 

oversight. As AI develops very rapidly, data security is an integral part of civil liabilities.  
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6.1 Invasion of privacy through AI surveillance 

AI surveillance is very common nowadays. As AI grows with the time, it is challenging 

to secure personal and organisation privacy.  Sometimes AI surveillance is used for invasion 

of privacy, as hackers have a chance to get personal information of individuals without their 

consent. This may involve different types of personal information such as private photos, bank 

account details, personal conversation with their colleagues etc. Over a few decades AI 

surveillance has been used in organisations. In the era of highly advanced AI, management has 

technology that allows for the monitoring of employees in new and different ways. 

Management has access to monitoring web- browser, email and keystrokes etc of employees. 

AI also used to get biometric data of individuals. In cases of invasion of privacy through AI 

surveillance, establishing civil liabilities can be very complex due to the evolving nature of AI 

technology. Current fault-based liability regimes may need to accept to overcome the 

challenges caused by AI’s characteristics like lack of causality and continuous learning 

capability (law of governance and technology series). The concept of liability for AI action 

changes from time to time, with fault based, faultless, and risk-based approaches being 

considered (Zech, 2021). The addition of several stakeholders in the AI system further 

complicates liability allocation, necessity enhanced duties of care and shared liability among 

tortfeasors. To protect victims from harm, it is important to change existing laws governing 

how parties prove their cases against AI, so there is equal access to courts and defendants can 

establish a minimum level of security for victims. Also, it is essential that a legal framework 

specifically designed for AI technologies be implemented so that there is a method for 

addressing violations of the right to privacy and to hold those responsible for any violations 

committed through use of AI technologies (Zech, 2021). 

6.2  Unauthorised use of personal data by AI systems 

Incidents like data breach and unauthorised use of data are very common. Unauthorised use 

of personal data by AI systems and data breach is illegal. Data breach is a broader form of 

compromise which involves stealing of data. While unauthorised use of data is comparatively 

less serious as it involves getting access to personal data without any permission. Individuals 

who get access to data might be outsiders or even an authorised user. Many organisations 

around the world are concerned about data security because of the advancement of AI (Zhang 

et al., 2021). These companies are now focusing on data security. When individuals are harmed 

by the unauthorized use of their personal data by AI systems, civil liability becomes an 

important mechanism of protection and compensation. The very nature of AI lack of causality, 

opacity, and unpredictability makes it difficult to establish causality, which requires a relook 
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at liability rules to make it easier to prove liability on the part of the plaintiff. The issue of legal 

liability for AI systems is complex and involves issues of fault, standard of conduct, and 

connecting the actions of AI systems to the damage suffered. Moreover, the allocation of 

damage suffered by AI systems under the current tort law in the EU and US is also being 

researched to identify the gaps in protecting those who are harmed.    

    

7. Discrimination and bias in AI 

Victims of discrimination and bias in the AI system may suffer from challenges in 

seeking compensation due to the complexities of determining liabilities in AI- related disputes. 

The existing EU liability framework is deemed inadequate to ensure proper compensation for 

harm inflicted by AI, necessitating amendments to provide greater protection for injured parties 

(Sipior et al., 2023).   

7.1 Impact on marginalised communities 

Discrimination and bias in the AI system have a huge impact on marginalised 

communities, intensifying the living inequality and perpetuating discrimination.  Some key 

points explain it in detail. 

a) Racial Disparities 

There are several marginalized racial groups, such black and hispanic communities, that are 

generally excessively affected by biassed AI. Discriminatory AI in various domains can worsen 

existing racial disparities, from education to law enforcement. 

b) Gender disparities 

It particularly affects women and gender diverse individuals. For example, when AI is used to 

hire employees for any job and others via biassed AI may favour male or women applicants 

over other applicants. Limited career opportunities for women can enhance gender wage gaps. 

c) Socioeconomic Inequities 

Biased AI and discrimination AI can reinforce socioeconomic disparities by discriminating 

between rich and poor people based on their economic background, hindering their access to 

opportunities, resources and services.  

d) Vulnerable Inequities 

Vulnerable populations, including the elderly and individuals with disabilities, may have 

different challenges due to bias or discriminating AI. For example- If AI used to manage a 

health care centre that exhibits age bias, elderly patients may receive suboptimal care or be 

denied access to certain medical facilities for some specific disease.  
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e) Privacy and data exploitation 

Marginalised communities are generally disproportionately impacted by privacy 

violations resulting from biassed AI (Soni et al., 2023; Singh et al., 2022). Access to private 

data through biassed AI can affect more individuals with limited resources to protect their 

private data.  

7.2 Legal avenues for victims of AI bias 

Legal avenues for victims of AI are necessary to secure liability and seek redress for 

any harm caused by discriminatory AI systems. Some potential legal avenues for victims of AI 

by Oh (2023) include: Anti- discrimination laws, Current anti- discrimination laws are not able 

to overcome the issue of discrimination through biassed AI on the basis of race, gender or 

disabilities. Victims may pursue legal action under law that prohibits discrimination in various 

contexts, including employment, housing and public services. Data protection regulation that 

every individual has the right regarding the processing of their personal data under data 

protection laws, such as the general data protection regulation (GDPR) in the European union. 

Individuals who are victims of privacy violation by biassed AI systems may have legal recourse 

under data protection regulation. Those who are suffering from discrimination civil rights law 

ensure equal treatment under the law. Victims of AI bias that infringes upon their civil rights 

may seek legal remedies through civil rights litigation. In case, a group of individuals in a 

similar manner by bias AI, victims can follow class action lawsuits. This allows multiple 

victims to collectively seek compensation and hold the responsible parties accountable for the 

harm caused by a biassed AI system. By using relevant regulatory bodies responsible for 

overseeing AI technologies and data practices victims of AI bias can file complaints. 

Regulatory agencies may investigate complaints, enforce compliance with existing regulations 

and impose penalties on entities found to be engaging in discriminatory AI practices.  

7.3 Employment-related issues 

In cases when harm is caused by AI in an employment- related context, determining 

civil liability can be complex and very challenging. The existing EU liability framework may 

not adequately compensate injured parties for AI related damages, highlighting the need for 

amendment to ensure proper protection for claimants. Some employment related issues given 

by Gredka-Ligarska (2024) include: 

a) Job displacement due to automation 

Job displacement due to automation is a significant concern raised by scholars and 

experts in the context of AI and emerging technologies. Due to automation driven by AI, 

humans are replacing humans in many traditional jobs. AI is very accurate and fast as compared 
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to humans so many companies prefer AI over humans. Many studies have analysed the risk of 

automation for jobs in OECD countries, highlighting the potential impact on employment. 

Automation can lead to increased efficiency and productivity in every sector; it also raises 

concerns about the displacement of workers and the need for reskilling and upskilling to adapt 

to the changing job market. As AI grow very rapidly in recent times, it is responsibility of 

policy makers, business and individuals to overcomes the challenges of job displacement 

through proactive measure such as education and training program.  

b) Liability for AI-driven employment decisions 

Liability for AI- driven employment decisions is a complicated and evolving area of 

concern as AI is used more for appointing, hiring and other aspects of human resources. The 

AI used to make employment decisions raises questions about fairness, bias, transparency and 

accountability (Soni et al., 2025; Soni et al., 2023; Singh et al., 2022). Nowadays AI is used 

very commonly to make hiring or promotion decisions, there is a risk of unintentional 

discrimination based on factors like gender, race or age. If these decisions result in adverse 

outcomes for individuals, there may be legal implications related to discrimination and civil 

rights violations. In the context of liability, it is crucial for organisations to ensure that their AI 

systems are designed and implemented in a way that complies with anti- discrimination laws 

and regulations. Organisation may be held liable for discrimination practises that result from 

the use of AI in employment decisions (Kharitonova et al., 2022).  

 

8. International Perspectives 

In comparing the AI related laws and regulation globally, it demonstrates a changing 

environment that is influenced by various participants. In recent periods, countries with 

advanced AI technologies are staying on their strategies for more advancement in their 

technology with effort in the path of more enforceable laws. The EU stands at the highest 

position in AI regulation in establishing and maintaining the security related to privacy. In 

comparison, laws and regulations in the U.S and China are supposed to be broader and 

shallower than those in the EU. The rules and regulations also define the importance of ethical 

considerations in the development of AI with the primary motive of health care, autonomous 

vehicles, public administrations etc. Overall, the rules and regulations globally help to evolve 

the AI by updating standard guidelines etc.   

The primary prerequisite for AI systems with significant risks is the need to conduct a 

conformance evaluation prior to product launch. To guarantee that the system is both 

technically sound and consistent with the law, this evaluation aims to verify that the system is 
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built upon a sufficient risk assessment, appropriate mitigation methods, and high-quality data 

sets. For regulators to evaluate the system's compliance, the evaluation should also verify the 

availability of documentation, activity logging to guarantee result traceability, user 

transparency and information, proper human oversight, robustness, correctness, and security. 

The nations of the EU are not stagnating. In 2018, both Germany and France established 

national AI initiatives; Italy as well as Spain followed in 2020. Additionally, supervisory 

agencies for data protection have already begun to act. Clearview AI was fined 20 million euros 

by France's Commission Nationale de l'Informatique et des Libertés (CNIL) in the month of 

October 2022 for invading the privacy of French users (Rozenshtein, 2023). Following the 

discovery that users' chat titles and payment details had been compromised in a data breach, 

the Italian data security supervisory authority, Garante, placed an indefinite ban on ChatGPT 

in March. The Garante expressed concerns regarding ChatGPT's inadequate transparency, the 

legality of the personally identifiable information processing used to train the algorithms used 

by the platform, and the accuracy of the responses it gave users. As a result of OpenAI's 

(ChatGPT developer) endeavours to address these issues, the Garante lifted the ban in April 

(Rozenshtein, 2023). 

Congress in the United States has enacted and is now adding several legislative 

measures targeted at regulating aspects of AI. The National AI Initiative Act, often known as 

the U.S. AI Act, was signed into law in January of 2021. The National AI Initiative was founded 

by this legislation with the goal of advancing and coordinating AI-related research and 

development throughout the nation. The Federal Trade Commission's (FTC) initiatives in 

research, law enforcement, and advisory papers highlight the significance of AI technologies 

having the following qualities: explainability, accountability, fairness, openness, and empirical 

validity (Thomas, 2023).  

Asian countries lack adequate laws for AI, though some countries have implemented 

rules and regulations that govern AI. China has produced a “Next Generation AI Development 

Plan” in June 2017 that is in line with its extensive AI regulations. The Expert Group on the 

Implementation of AI Principles and Japan's Ministry of Economy, Trade and Industry (METI) 

have collaborated to create a paper named “Guidelines for Governing the Implementation of 

AI Principles Version 1.1.” The Council for Integrated Innovation Strategy defined the Social 

Principles of Human-Centric AI in March 2019, and these recommendations offer a description 

of the concrete actions to take to align with them (Thomas, 2023).  
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9. Cooperation and challenges in addressing cross-border AI incidents 

Cultural cooperation between various parties is necessary for the success of any ethics 

policy and governance initiatives. It refers to multiculturalism i.e. different nations and cultures 

will ensure that AI is appropriately used. Cross culture cooperation is necessary for various 

reasons. It must be guaranteed that no part of society in the world is neglected by AI. The first 

thing that must be done with AI is to bring about broad benefits across society globally. Second 

researchers around the whole world will exchange their expertise, utilise resources and adopt 

the recommended practices (Min, 2023).  This will help in quicker discoveries of the beneficial 

AI applications and at the same time, the backdrop of related ethical and safety issues. 

Cooperation among the countries is very necessary because we give AI applications all by 

ourselves, we must act together for this. Cooperation between the countries based on worldwide 

can ensure the common goals at their environmental diversities (Rádi, 2023). The most 

common challenges that are faced during cross border cooperation is Mistrust between the two 

regions or cultures in AI ethics and governance. Globally widespread mistrust is between 

technologists, scholars and policymakers of the USA and China. Political tensions between two 

powerful association i.e. USA and China have turned into an issue that has been raised in recent 

years, both these associations give a neck-to-neck competition in AI development just like a 

race between two countries. Another challenge that is faced by cross border cooperation is that 

global cooperation should be accompanied by working on the difference of cultural and 

geographical particularities (Rádi, 2023).  

 

10. Ethical Considerations 

AI is the machine ability to perform the tasks that are associated with the human mind. 

AI is the most popular technique that is used by 90% of the people in the world. Hence it plays 

the most crucial role in the human world. It includes various fields like financial, transportation 

and healthcare etc. 30 to 40% of the people in the world say that AI has various disadvantages 

and humans cannot rely on it but according to the studies that AI is very helpful for the 

betterment of the society. This is proved by the ethical principles and considerations of AI 

development. One of the major ethical considerations encompassed by AI is bias. There are 

many factors that include gender, racial and cultural biases. For example, gender which is used 

for the hiring process can lead to the decrease in the no. of women candidates for specific 

positions (Matyuk, 2022).  

There are two kinds of AI bias. First, the use of bias in AI leads to the discrimination 

and biases in society that stopped many years ago. Second, bias in AI development systems 
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can lead to unnecessary behaviour with the individuals. The next ethical consideration related 

to AI is Privacy. It is one of the major functions of the AI to collect personal information about 

the user and collect a large amount of data. If this personal data is not handled carefully then 

this might create a big issue regarding the security purpose. The main issue regarding this is 

how data is collected and used. One of the major issues related to privacy in AI is the misuse 

of personal data of individuals. Another issue related to AI is data breach (Rozenshtein, 2023). 

If the private data is not protected with care that is taken by the AI, then it is possible some 

unauthorised person may access your data, and this could lead to identity theft. People in the 

society are not aware of these frauds, and they give sensitive information to the AI system like 

healthcare info. & financial info. Now the AI system is more protected by the development of 

Biometrics and facial recognition techniques to record the behaviour of individuals and to 

reduce privacy related issues (Huriye, 2023). 

10.1 Establishing ethical guidelines for AI practitioners 

Establishing ethical guidelines for the new practitioners in AI is very difficult due to 

the rapid increment of AI in society (Matyuk, 2022). The Software Development Lifecycle 

(SDLC) phases are not completely addressed by the current methods of RAI (Responsible AI) 

with the primary motive of gathering information when leaving other phases unsupported. 

There are various issues concerning the ethical guidelines and terminologies that are used in 

AI development systems. To resolve these issues, we need to modify the AI principles that are 

used in development of AI by generating strong RE (requirement engineering). By providing 

consistency in the terminologies and in ethical guidelines, adding requirement engineering 

correctly then the practitioners can effectively develop the AI system that is used widely across 

the world (Matyuk, 2022). 

10.2 Balancing technological advancements with ethical responsibility 

It is important to identify the ethical dimensions that come in AI infusion in educational 

learning and never consider them as secondary. As AI developed as a core which contains 

several constituents like educative domains, different parties that are present in between AI and 

other organisations. With the help of education, a person can learn about how to behave, way 

of speaking and gain knowledge. In the education system, there are two other main ethical 

dimensions i.e. data security and privacy. The collection and storage of complex data in more 

amounts can make an issue of data security and its privacy. Software engineers and policy 

makers of educational institutions play a very crucial role in maintaining the private or sensitive 

information and transparency and provide legal data that are not against the individual rights 

and upload ethical principles. The addition of AI in the educational field requires legal ethical 
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principles, policies and other key responsibilities that make a balance between advanced 

technology Like AI and responsibilities. The collaboration of AI in the educational field 

contains a lot of issues that need to be solved like human-machine interface, algorithm bias and 

a lot more. Scientists also confront methods of procuring data, designing algorithms and the 

ethical procedures associated with the education sector. In today’s world it is necessary to add 

AI in every field of work especially in the education sector to identify challenges, risk and 

ethical considerations. (Jiarawattanakul, 2023).  

 

11. Future Outlook 

AI related liability facing various kinds of challenges because of the possible risk that 

derives from the introduction and application of AI technologies in the society. The current 

problem is just to prove the malfunction in accidents related to AI that are shown by major 

functions of AI like logical, lack of causality, opacity and many more. For more precise 

working of AI, we need to evolve the existing regulations concerning liability. For updating 

civil liabilities, it involves a rule which is known as “No fault redress rule.” It Means the injured 

persons should receive compensation for their injuries without having to prove fault against 

any individual. This rule will help indirectly in the evolution of AI. Therefore, the AI related 

liability always runs in between the range from broad expansion to narrow expansion in AI 

technology (Chandra & Sanjaya, 2023). 

 

12. Recommendations for enhancing legal frameworks 

There are several recommendations that are considered for enhancing the legal 

outcomes of the framework: First is, the use of technology for the advancement in the security 

system of patents plays a very important role in global rights protection in AI technology. 

Second, by adding global lifecycle analysis leads to the quality of AI systems and enforcement 

of law. By exploring the tools that are launched by the government, and their mechanisms can 

help us to understand the operational gap in AI governance (Chandra & Sanjaya, 2023). By 

creating open rules and regulations and institutions will be needed to control AI technology 

like facial recognition. By using these two steps of recommendations of enhancing the legal 

framework, AI technology can be strengthened to give an innovation to the world without 

harming the society. (Almeida et al., 2023). 
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13. Conclusion 

Unquestionably, the development of AI has transformed many facets of society and 

presented previously unheard-of chances for advancement and creativity (Kandpal et al., 2025). 

All computer learning is based on AI, which is also the foundation for all complicated decision-

making in the future. AI is revolutionising healthcare by forecasting patient outcomes and 

identifying illnesses. Early illness diagnosis and treatment can be facilitated by machine 

learning models' faster and more accurate analysis of medical data, including MRI and X-ray 

images, than by human analysts. The legal, ethical, and societal ramifications of its usage are 

becoming increasingly crucial to address as we incorporate technology more fully into every 

aspect of our lives. 

Looking over international laws for AI, many nations and areas are addressing the 

legislation of AI. Since various circumstances may call for different approaches and goals, 

there is no universal approach to governing AI. It's crucial to remember that most nations 

currently have relatively little experience with AI legislation and regulations. To guarantee that 

AI is researched and applied in a way that is ethical, responsible, and advantageous for 

everybody, there is also an imperative for international cooperation and communication. 

Examining the viewpoint on civil and criminal accountability about AI victims highlights the 

complex issues we encounter while negotiating this quickly changing environment. The 

challenges are numerous, ranging from algorithmic biases producing biassed decisions to the 

possibility of harmful autonomous systems. To further develop comprehensive approaches that 

strike a balance between innovation, accountability, and social well-being, it is imperative that 

stakeholders including technologists, politicians, legal professionals, and ethicists engage in 

multidisciplinary discourse and collaboration. 
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